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THIRD DETAILED EffiLItfdcfiaiON i£SPOBT 





03:1 l/Cpl uqELJi; Gc-rd 


Name- 

Raid; 

Unit 
FP No. 
Captured 
accrct No 
Interrogated 


GOLLiL. Oerd. 

l/Qpl • 

7 DH'i^CSPT EVALUATION 3LC. 
05013. 

EiEGAI'TSE, about 1 liny 45* 

K 45/534. 

CSDIOj (MF, 30-31 May 45* 


X 



This report should be read in conjunction with CdDIC/CMF/Y 30 and 
31 . It contains infta coiicurning trg and syllabus of a ayptogrophy 
course run at OKI If 7/VI. flic original Goman text is given, s 
written out by FW in reply to ucatioao put to hi 1 , cad 0 tr.nnslntiou 
is attached. The text and traoslation liave been altered as little as 
possible in order to 3 ho\/ hoi;. FI's mind worked. FW'a spelling of 
certain names - u.g. “SAIKD" for l, ;JYKD" - lias also been retained. 

PW gave the impress! .a of boin? nxious to help. For history .-usd 
other details see CobIC/QlF/Y 30, paras 1 aid 2, 


(interrogated by --DV.B. .-.aid J.p,) 


s 



(iiel.L at Old i/I. . 7/VI, IL.dJN, 
fro: .nid-Oct 41 -beg Jan 42) 

Eh.: :QDUCa?IQ N 


I "’ A 4 w « 



Duration of Course : 10 Weeks. 

Selection of Candidates : This was <k>jc after they had been examined at the Bigs 
Interpreters Depot .Dr.., iKIIidE]., as to their suitability. They wore examined 
by the 0C Course. 



UC Course : Obcriayektor KUiZS of I . 7/1. 

0 i/c nty Course : Sandcrfuchror (z) H^tjUAitOT. 

0 i/c Course being held at the sam e ti me: Uffz NOWAK. 

L._niruAKe In s tructor : 3df (Z) KLEKLUi. lie '.van detailed to instruct both 
Courses. 


Working Hours ; 081 5-1 200 and 1 400-1 730 hrs daily, except Saturday af tornoo ia_ 
and Sundays, which were free. 


I 

M 


All interpreters belonging to the various language groups it IvLIdbEH _ 
attended the Course, irrespective of the particular Referat in which theyp 
would later be employed. All students know enough English for crypto- ^ 
graphic purposes. 
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Tilt? syll Jbuc. provided f or i:\structio:-. isi cryptography during; ixiu jnn;p n 'm r 
cuid two or three : itor^oua c* .rook, iillo owlish military toms, 
history and soegr&ply m;ru caught during* the rejoining afternoons, 

» 

x. cagpiQGi^m 

By v«gr of introduction, wo ’.-pro tola about the history of cryptography 
o-u7 its development, lifter being given a f enurcl picture* of the methods 
s>f ejioiphcring (substitution a.id tra-spoaition), v.v wore taught details of 
the various ways of enciphering, orthodox tad unorthodox methods of 
deciphering (breaidjig) 

1 . Substitution M ethods 

*ve ’. ere first instructed in the various polyalphabetic ciphers 
(see Part II). Instruction ",ras verbal and by blackboard. lifter this, 
and if ter the methods of . solution, had -also been demonstrated on the 
blackboard, each student was ,:iven practice problems (based on clear 
English text) to solve for hii self. The SY&) machine, syllabic codes 
and code books were also de. It .ith at this 3 taro . Of these, the 
English .7,0. C. was treated in greater ■, let ail; and, based on thi3, 
students were explained tlx; general . vetiods of breaking the rvcipher 
and (relative) reconstruction of a code-book. 


£, Trans posi t ion petheds 


lill main types or forms of transposition cipher (rectangles, 
squares, complete and incomplete; . ne taught . Instruction in tlie 

various trnns position cipher mctliods (sec Part II) and methods of 
solution, together with practical teat-problems, was given .\s in 
para 1 above. The '.'jwi’JI wore lao dealt with at this stage. 

3. Other nfc thuds 


As regards other forms of enciphering (such -o combined methods 
and machine cipher) in use if the time, only a general picture of their 
construction was [ iven, wathout any details concerning methods of 
solution, 

II. ORAL INSTRUCTIO N 

The following subjects were taught orally: - 

1 Enrlish .iil itary Ter as and .Tbb i’cvL'.tion:. , includi-ig a study of the 
organisation of the English Armed Porccs, the different arms of the 
Services, format ions, units and bodies of rank* Use was made of 
Gem-.jri and English handbooks. .root ice tests were held to find out 

haw much had boon learnt, 

£, His tory —ad Or ganisati on of th e British STpiro 


Lectures on this subject '. ere sometimes given in English. 


3 . Geography of ENGLAK D 

Students were expected to show knowledge of the various comities, 
towns, rivers, etc,, and their ex .ct positions. Tlie follov/ing is an 
example of the kind of tust employed: Each student was given an outline 
map of ENGLAHD, with numbers indicating the position of the towns. 'The 
student had to write down tie names of the towns oo rre op n nding to the 
various numbers. 
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XIX. OTHBR SUBJECTS TAUGHT 


Considerable, attention ms paid to instinct ion in security, espionage 
and ©-jonter-espionage. 


On completion of the courr.w, students ’/ore aunt to the various Hof crate 
■>t nns senate lien for which they tie re considered rust suitable, or were 
returned to their unit as unsuitable. •. 


Note : 

1. Attempts to ti;dn v/onen cryptographers on courses did. not usu lly 
moot with success. In spite of this, considerable use vas made 
of women assistants during the later stages 

2. The oral part o; the instsoictiv r. v.-.o subject to ever-increasing 
restrict ions during the later courses. 

PAM 1 II - SXZJASU d Of 00 U3SB 

(The under-neniicned methods of enciphering, as taught on the 
Course, ore grouped according to procedure and not according 
to the tiiTiuuiit of tine devoted to their study) 


I. e-UBSTI TUTIOl I HuTlIO Db 

Characteristic : According to statistics there ere, in the absence of 
roeipher or other complications (such as variants, etc,), so-called 
"frequencies t’picrd of polyalpliibetic cipher", i.c. there are no high- 
frequency letters, and the cipher letters :aist be identified with their 
corresponding clear letter according to their percentage frequency. It 
folio, a that, the shorter the text to be enciphered, the greater the . argin 
of error, and statistics cannot n cm be regarded as anything mare than a 
limited aid to purely intuitive textual breaking-in (of ciphers,! . 


A. A Clear . yi.Tbol (letter, figure, syllable, word, etc.; i3 re placed 

vi* 

1 . Simple -i‘olyfel >’nabc tlr -Gio acr 


a) Alphabetic simple polyalphabet ic cipher: 

Clear alphabet AP.OUC 

Cipher alphabet : H3FG1I. .... 

Sxcurolc of enciphering : ■ • 

Clear text : PAD DAI. .... 

Cipher text : GD c< S 

b) .‘teoiprocal aijnple polyalpb- -b '-•tic ciphers** 

Clear : ABCEE 

Cipher : 3CG7V. .... 

(Method of enciphering is foe.* (a) above) % 

c) Normal simple polyalphabe tic cipher 

Clear : AICEE ..... 

Cipher : C-AZXI 

(Enciphering as for (a) above) 
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2 . Poly alphabetic Cipho- ~.7ith Jr±U nits 

This can tela? severe! forms. vihen enciphering a clear letter by 

me ana of a cipher symbol it is only possible to do this with 
variants by tricing the tea figure symbols in addition to the 
alphabet letters. L. such oases the ten figures ;re either 
allotted as variants Jo the tea high frequency letters of the 
alphabet, or alternatively tluve variants ere allotted to a 
fev fro- ueat letters -id the reti .infer to the next fre-uiently 
occurring ones. It follows chon that the fro ucncies are ultwrcl 
raid that pe;f.3 in frequency graphs caSmot be found easily. 

Clear : A D 0 D £ P C- Ii I X u i<l 'I 0 P ■<« 2 o 1 U , . . . 

Cipher: C T 1 B 2 A 9 7 M D G X 

T L 5 • C H F H 3 

0 8 

Example of enciphering: 

Clear : ATTACA 
Cipher: CX3m 

Figures are enciphered by using clear words, c.g. 7 = seven, etc. 
The other forms of pulyalyhe.'uotic cipher with variants iri.ll be 
discussed later. 

3. Polyal'ohhb otic Cipher of regular patter n 



CO 
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The number of alphabets in polynlphabetic ciphers of regular 
pattern varies between 3 and h-0. 

The following is an example of a polyalp] labotic cipher oi’ 3 
alphabets of regular pattern 


Column 1 

Column 2 

Column 3 

Column A = Co! 

Clear 

Cipher 

Clear 

Cinh.-r 

Clear 

Cipher 

Clear Cipher 

A 

X 

A 

X 

A 

F 

A X 

B 

G 

B 

L 

E 

A 

B G 

C 

A 

C 

K 

C 

S 

C A 

D 

H 

D 

3 

B 

2 

D H 

* 

# 

* 
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hxai.iplo of vnciphex*ing:- 

Clerr : BAD XtriY. , , . 

Cipher : GI2 HI 

Alphabetical poly: Iphhbotic ciphers of regular pattern are, of course, 
also possible, but - re not ; en- rally u3o<i, On the other hand, 
polyalphabetic ciphers .nth v -fonts occur .ore frcoueutly. The 
3YKD a.- chine comes under tllia category. It is built on the 
principle of a 32 alphabets polyalphdbutic cipher of regular pattern, 
oxdept for the difference that tho message can start any. .'hero -vdthin 
the first 1 0 columns (this is given by tho indicator group) . inch 
line can -‘.Iso start anywhere within idle first 10 columns. 

A. Poly alph abetic Cipher-hattea 

Tliis is similar to a poly lpnabotio cipher of regular pattern, 
except tliat the sooueiico of .1 habets is hatted, e.g, 

Col 1 . Col 2. Col 3. Col A I Gol 5 = 2 Col 6 = 1 


miiiiissviDaa 


■ 


- 5 - TO? 35 C.-ST 

OiDic/aipA 

Possible variations can bo rurljed out as at 3 abovu. 

B . A clear symbol is replaced by tv ._ either symbol s : - 

1 • Pc l'/alphab otic Cipher with vrri t-.i t a (?) 

In this instance the eVoar symbol ia replaced by 2 letters or 2 
figures so that if, for instance, figures (cipher) are taken, 
100 cipher sy.hols arc avail'll lu, i.c . clear letters can be 
given from 3 to 5 variants. 

Example : - 

Clear : A B C p , M • • « 


Cipher : 03 

03 

13 

74 

11 

24 

02 

17 

35 

91 


48 

97 

■ 1 



Almost all L.C.a (bnglisf Cipher) can also be said to have 
originated from the polyulphabetic cipher with variants in which 
however one clear ay.ibcl is replaced by 2 letters. In the case 
of this kind (type) of system lea wn up to that tine ( 1 94*1 / 42 ) 
a card of 2 6 x 26 was used, o nt. ining clear syllables ca id/or 
vrards (676). Li addition cr . j- .Iso contained letters (for 
spelling) end figures, .11 cle ,_r symbols vrero indicated 
(expressed) - as in a coordinates system - by me cuts of two letters 
taken from two hatted alplvabets- 

Hote : The TAD3aH'APaL and the dLIIiLX, which ere of more recent 
date, are also based on tliis system* 

2, The two-letter and/or tvo-P icre syllable c ode 

Generally arranged in the for ; of a book, it can be alphabetical 
as veil as non-nlph:beticnl , In addition to clear syllables, 

clear letters rjid 1 igurea can ..Iso be replaced by code symbols s<« 
that all clear v/ords er tort etui be encoded. Two-letter codes ere 
generally favoured, as a greater number of code blgrnm (676) ia 
available in such cases. 

3 . The two-letter ?_ id/or t- o- f jgure code -book Q'TO IZD", code. 

As for 2, above, except that .l T atcad of clear syllables, clear 
\Yurds wore encoded by means ol letters or figures, 
note : In practice clear words, syllables, letters oiid figures ;re 
all combined in one code boo.' (2. and. 3, above,. 

C. i>. clear sym bol is replaced by t iira- ciphe r symbols 

This method is mostly used only in tlie form of three-figure codes 
( Icy-out as at B.3- above) . 

L, A clear syrb ol ia replaced by four cipher sy mbols 

This type of code appears in the i'onu of four-figuio codes. (Lay- 
out as at 3,3. above, , Breaking is made more diff icult by use of 
re cipher, such as for instance the subtractors or adders. In the 
case of tlie 'TOC it took the f on 1 of a practically unending, unperiod- 
ical figure— ro cipher. 
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E. A clear 3ymibol is rep laced by five cipher symbols 

The only practical example uuotod :as the kussian five -figure code. 
TiA^KblTION .ETHQES 


i'tdn characteristic is that staticticc alv.-oyn produce normal clear text 
frequency data. 


A. Anogrcirai ry 




It lacks security. Similar to 


This is only used for short texts. 

"visiting card puzzles* 1 . 

* 

Example:- 251 7 3^0 

Clear : PADS u u A X 

Cipher : B P X i. a A E it 

B. T he transposition patte rn s (squa re s, rectangles. etc.) 

1 • The single transposition pat tern 

a) The complete simple transposition pattern, is the easiest form 
of this type of cipher. The width of the pattern varies. The 
most common ones vary from 7 to approx 25 . The text is •nr it ten. 
out from left to right and read out, in columns, from top to 
bottom, according to a figure key or a key-wurd written above the 
pattern. 

Example : - 
Clear : 


3 

1 

ifc. 

6 

7 

5... 

2 

It j E 

P 

r 

“o 

U 

T: 

pm* 

■ ^ 

M 

r 

E 

S 

§ 

A 

G 

P 

E 

F 

‘ r - — 

2 

C 1 

1 

sj 

A ' 

N 



Cipher : EEToE HiaJFF SOUGA XvtfDA J 

b) The incornnlete sinrjle transposi t ion pa ttern, as at a) above, 

except that the last line in rectangle or square is not complete 
and that therefore the depth of the figure in certain columns 
differs by 1 . This can render breaking considerably more 
difficult, 

2. The “serpentine" transposition cipher 

The clear text is written down as in t.aj eb ve . The only differ- 

ence lie 3 in the method of rcadi_ig enciphered text out. This takes 
place a 3 follows : Column marked 1 is read out from top to bottom, 

11 " 2 “ " u " bottom to top, 

,, . \ " " 3 w " 11 " top to bottom, etc. 

V'tfvwv.n r 1 

5, The "cam-c u be” or transposition pattern with incomplete r ect angle 


Example : - 



Clear: 


Cipher: FMTTOf EfiOSM SGEEU 
AEG 


OJ 

£ 


n jt ccvnr 
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This type of cipher can also tala) thy form of " serpent ina 11 
transposition cipher. 

4. The Diagonal Transposi t ion ciii her 

The clear text is written down aa for l.a) above. Heading out is 
done with or without a kay, diagonally, as agreed beforehand between 
the addresser and addrossee. i!ony variations can be used, for 
instance, also in the form of a " serpent ine " pattern. Example of 
one method of reading out a message 


Clonr : 


R 

.1 

E 

\ 


s ja' 

2 ' 
V 

- A 

J 1 

N i 

C 1 

A 

lA 

fp 

0 : 

N 

U 

i 

31 ! 

v 

i, _ 
1 .I 

\ 

*iS 

\ 

1 ^ 

0 

p : • 

hS 

A , 

*0 

‘& 

u . 

/ J 

^E 

r jc 

\ 


Ciphers FSIiOS OBUAi. PJCIGE 
* * 

CMEFE EESi 


fj. The Double Trans'.>ooi tion cipher 

Procedure at first is as in 'l.a) above. Thu resulting cipher 
text is then re -written in the rectangle (Comment: TV‘ stated “in 
another rectangle" j this is however thought to be an error, sec 
example) and hatted once more. 


Clear 

text: 


3 

1 

4 

6 

7 

5 

2 

lii 

1 E 

F 

Y 

0 

V 

:l 


E 

S 

a 

A 

G 

■ 

E 

F 

R 

0 

H 

P — ^ir 

j 

A 

N 




Reciphered: M 


E 

TT 

“F 

"IT 

nr 

j j 

~rr 

a M 
A-i 

F 

10. 

F' 

' 3 

0 

B 

G 

A 

Y 

S 

M 

o' 

A 

— i 

J 


The final cipher text is then: EFYRG JEMAR FSNUA ESKEO 0. . . . 

The second pattern (rectangle-) can, of course, have any other 

shape, width and key. 

6. The "R-iSTER 1 1 

a) The simple "RAdTER " 

The principle is the same aa in the "GAm CUBE" (transposition 
pattern with incomplete rectangle) when hatting or cjiagranming . 
takes place according to a key. 'When no hatting or anagroronixig 
takes place, the blank spaces in the pattern are filled in 
(with clear letters) with the result that the clear text appears 
in a practically regular se pie nee, but vith anurous breaks. 

b) The "DE V OLVIN G RASTE R 1 

, This is a particularly complicated form of cipher derived from 
• the "ffliii CUBE" and developed from the simple hatted "RASTER’ 
described at a) above. Entering or writing in of clear text 
is not done oontimially from left to right, but the use of the 
denting (changing pattern) of the stencil is changed, four times; 
this is done by, revolving the stencil periodically through 90 °. 


III. COMBINED METHODS 


It is, of course, also possible to combine the various basic systems in 
order to get a combined cipher, or a cipher with recipher. Examples : The 



rociphercd 4-figure codo mentioned abovo, *j» : jv.^rcxr.*<cd polyablph Vbctic 
cipher, a polyrjphabeticolly rcciphcaxd traasuosition pattern, a letter- 
TAUICHIAFEL, etc. 


iv. fhiCHDB cn-iEi: 

This cipher built up on the principle of icolly unending poly- 

alphabetical cipher of* re, -pilar pattern. •. .s emtio nod on. the course for 
academic intei*est only , 


oo 

U*s 
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& Z - lv_u r s u a 

(bei OKH/In 7/Vi, Berlin," Ilittc Ott 41 bis Anf. Jha 42) 

rt\ 


Hauer: 10 ’tfochcn. . 

■■u gy.ahl : nach Eigramgsprucfuns bci dor Aaohr. Doln. Srs. Abt. in iieicccn. 
durch: 

I 

! ■ os mi lc iter : Ob or inspolctor i u c h n vm tier In ~}/VZ. 

Do iter Koines Aiu’sus^' : Sondcrfuchrcr (z) : arquardt. 

L oiter dc3 P a rallcll airouB * : Uffz If o v n k. 

A le Sprachlehrer beigco rdnct (fuer bedle Ahrse) : odf (z) Koehler. 

m 

hrooits aeit : 061 5-1 ZOO, 1400-1730 (i»ajnBtft£ Ilachmit tag u. Conntag fVci’ . 

Ik iuu.-s.ua vat:-, uronrtliche von den vurschioOenon iiei3sncrb;>racbnruv>ye:i. 
k ■. r «cndcn Itolru; Cadier vcrcint, olei'. Mieci aioht auf ihre spacterc Vcn.undung 
in ointJKi best Hint on Aoferat. Alio Tuilnohnor knnaton ein zuniridoatenc fuer 
die LZ-Arboit ausro ichond©3 Englisch. 

Der Kursuslchrplan vtir so aufgotuilt, dass vonaittags und an 2-3 
k..ieliinittagon Bntsifforung gclehrt \vuruc, vaerre.id an den uebrigen h. ch- 
nitcogcn nilit&eri&ohcs Sngliscii, engliuohe Gcschichio und Geographic 
untoiTichtot Tsurde . 

I. Zur EntziCfcn uus : 

ills Einluitung vfurde uns sunauchst die ge schioht lichc bnt. de ihing der 
Clhiyptugraphie nuiVozclgt , .’inch oinen ge: icrcllen TJeborblick ueber die 
Kougiichkeitcn der Verachluusslung (br : -t rrverf ohren, Veraat zverf ahren) 
bogann die cigcntlicho Eiirooiaung in die uinsclnen Versdilueaslungsartcn, 

Hire bofugte und uribefugto Ant schluc a slung (= Entziff c-rung; . 

1* Ersat ayer f r fliren : 

Als Erste3 wrden unr. die versohiedenen, Caescrorcfomen, (siohe Glio- 
donmgJ . erklaert. Die B^kluerung goachah raudndlieh and: acforiftlich 
an einor TTandtofel, Hachdar. aucli die Loesungsmethaden :ji dur Tafcl 
denunstric-rt warden vnren, v.urden ji die einzeLnen Aursuateilnchrccr 
Uobungsbei&piule (nit sugrundeliegenderi cnglischcn Text,' sun aolbatc.ond- 
igen Doe sung svor such vorteilt. Auch die daicoraaschine , sor.-ie oilbon- 
und Woertercpde vnirden hierboi behandelt. Ansfuuhrl icher vurde v.,. 

lotzteren der englisc’.ie .700 bchundelt, und an li<jad. decoen ganz all- 
rcinein die 'Atjeglichhe iter, der Ant- -onnung und relativen Arstcliung 
eines Coden erliaert. 

2. Ver aa t zve rf‘ahi~en 

Ala duren A j.pikforr.ien ui t ; i die Tuerfel boaprochen. nrhlaonuig der 
verso: dedenen . ucrfel arten (aiuhe GliedorungJ), sa .io ihrer Looou.\:s- 
WDCglicIiloo it c n nit anschliesseiideii pralctisdhcn Uebungsbcirjpiclcr. r/io 
bei 1 . Kiozboi urden auclx die Dastcr bohc-mdelt. 

3 , Sonstij-io Ve rfnhreii 

Ucbor dia uebrigen but Zeit aui’txe Condon Vbrsbhluo sslun; af or«jcrc (..i- 
korrbinierkc Verfahren und Aacuiiiieiw-erfahron) VAirde nur ein ALl- 
gcr.ioiner Ucborblick uober Hireu Aufbau gogeben ohne nachor auf die 
Loe3ung3inoegliclikeitcn cinaugohe:- 


